Opening an Access database in Microsoft Windows XP with Office 2003:
The first change you will notice when opening a new or existing Access database in

Office 2003 is a macro security warning dialog that appears if the database contains any
Access macros or Visual Basic for Applications (VBA) code.

Microsoft Office XP — Security Warning #1
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v_,, Security Warning: Unsafe expressions are not blocked.

Lo wou want to block unsafe expressions?

e J [ [ [ tep |
Glick “No” buttonj

Microsoft Office XP — Security Warning #2
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Security Warning: Unsafe expressions are not blocked.

Ta black unsafe expressions, Micrasoft Jet 4.0 Service Pack 8 ar later must be installed, To get the lakest version of
! E Jet 4.0, go ko hetp: fiwindowsupdate, microsoft, com,

' FPSIDatatlPugetPugetzke. mdb' may nok be safe to open if it contains expressions that were intended ko harm
waur campuker, Do vou want ko open this File?

[ Hide Help <<« ] [ Qpen in Help Window

Microsoft Jet 4.0 Service Pack 8 or later must be installed to block unsafe expressions without
affecting common functionality.

The latest Microsoft Jet 4.0 service padk is available from Windows Update,

To block unsafe expressions, see the About Microsoft Jet Expression Service sandbox mode
Help topic, which is available from the link at the bottorn of this topic.

Click “Yes” button
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Microsoft Office XP — Security Warning #3
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Security Warning

Cpening "CAFPSDatatl PugetPuget ke mdb"

This file may not be safe if it contains code that was intended to harm wour
cornpuker,
Do wou wank to open this file or cancel the operation?

ancel

CIpEn [ Mare Info ]

Click “Open” button ’

Access 2003’s new macro security feature — called Jet Sandbox mode — proscribes the
use of “unsafe VBA expressions”. Microsoft’s description of unsafe expressions:
“Unsafe expressions contain methods or functions that could be exploited by malicious
users to access drives, files, or other resources for which they do not have authorization.”

By default, Access 2003 installs with the Medium security option selected, which lets
you choose whether to load a file that contains VBA code and hasn’t been digitally
signed by a trusted source. To change the security level, on the Menu Bar, Select
“Tools”, then “Macros”, then Security”.

If the Security choice isn’t visible in the Tools, Macro menu, right-click any toolbar,
choose Customize, click the Toolbars tab, select the Menu Bar item, and click the Reset
button.

Set the security level to “Low” to provide full functionality of Microsoft Access macros
and VBA code that has not been digitally signed by a Microsoft Trusted Source. This is
essentially all third-party software, all Visual Basic for Applications code and all macros

that you may have developed within your own organization.

If you leave the default setting at “Medium”, then the warning dialog boxes will come up
every time the database is opened.

If you set the security to “High”, then none of the macros or VBA code will execute.

All of this is controlled by a 2003 Windows Registry entry known as “Sandbox mode”.
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Security

Security Level | Trusted Publishers | Prior Trusted Sources

3

") High. ©nlky signed macros from trusted sources will be allowed to
run. Unsigned macros are aukamatically disabled,

@Emedium. ¥ou can choose whether ar nak ko run pokentially unsafe
Macros,

) Low {not recommended), You are not protected From potentially
unsafe macros, Use this setting only if vou have virus scanning

wou opern,

software installed, or you have checked the safety of all documents

Wirus scanneris) installed.
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