Forest Biometrics Research Institute Software Installation Notes

Setting up FPS for Windows 7 (32bit and 64bit) with Microsoft Access 2007
Introduction

This is a temporary solution for new purchasers of computerstiaose updatng operating

systemgo dMicrosoft2 A ¥ R 2 4 Bhe Fogest Biometrics Research Institute willdaésing

GKS Ct{ az2¥FdgI NS LI O3S G2 06S02YS | a¢NMzAGSR
This will provide immediate and full functionality on any Microsoft Operating Sysigtimout

blocking our software or drepgown menus.

Windows 7 and Office@7 is becoming the standard platform for the FPS software package.

The Windows XP with Access 2003 configuration has been a solid and reliable platform for over
AAE @SINA [yR gAfft 0SS GKS 2yte aFdzZ 8 &dzLILJ2 NI
released sometime in 2010. For users who want to start running Windows 7 and Office 2007

with FPS version 6.x, this document will explain the required system configurations.

Installation

Insert the FPS installation CD ROM and follow the on screen codsma

Testing the Configuration

Go to Windows Explorer and find an FPS Microsoft Access database. The demo databases are in
G AFp3Data/ I & O R SEpsDathlt drd YU ¢ dclick &ng datiage. After the FBRI Start form
O02YSa dzLiz Of budn. Enéthirgmappeas{addithidBtart form is still present, then
Microsoft Vista or Microsoft Windows 7 has blocked our FPS macros from functioning.

If you have accomplishashly step one of the following two steps, then you will get the followindatja
window when attempting to use the FPS di8®2 6y Y Sy dz -k yiab iokWindaws R R

If the following dialog window does not occur, then perhaps you are ready to work with your FPS
database and can ignore the rest of this Installation Ng@hiséa I 3I22 R NX adzZ (0 X

EBRI FPS Database

L.
\!:) The expression vou entered has a function name that FERI FPS Database can't find,

2 KSYy @2dz Oft A0l dahYé GKS F2tft2gAy3 aONBSy LkLJA dzLIX
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Action Failed 2X]

Macro Mame:
*FPSMacros, FPSCrus

| Stop All Macros |

Condition:

True

Action Mame:

FunCode

Arguments: Error Mumber;
shell{Environ("fpspath™+"\FRSCrus", 1) 2050

Modification to Allow FPS utilities to run

Microsoft has tightened up security on many features in Wind@aad in Acces2007. You will need
to change several security settingsathow FPS to function properlyl.he following steps assume that
the user has administrator privileges. See appendix A. if you are not sure you have administrator
privileges.

There are twgrimarysteps that you must achieve to allow the Access databagseract with FPS
software. These are:

1) Create a trusted location to store databases
2) {SG GKS { I yRidthesystedrefisBydSt aHé

There are two optional steps that you may need to perform. The FBRI recommends implementing steps
a) and b only ifthe first two steps do not allow full functionality. These additional steps are:

a) SettheMabl2 { SOdzNA (& [ S@St (2 a[26¢d

b) Lower the User Account Control Settinfj3AC).

The following screen shots will guide you through these steps. You will then neledé¢cand open
your database once more for these to take effect.

This only needs to be done once on a computer, the changes will be permanent.

Vista and Windows 7 Setup Page? Lowers Macro Security to allow FPS Megqéaigust 2009



Forest Biometrics Research Institute

Software Installation Notes

1) Required Step:Create a trusted location to store databases.

FERI FPS Database

Recent Documents
New

et\Puget_C.mdb
\FPS\Data' M
“FPS\Data'Puget'Puget_AX

1
Open 2
3
4 W Truth' TheWay (C'\Fps'..\Puget_A.mdb’
E
3
A

= Convert
Databasel.accdb

I\Biometrics\TRSY...\FARRDATAZ. mdb

b
o

I\Biometrics\TRS\...\FarrData.mdb

Save As

o

rint 3

—| Manage 3

|||_®B@%f@@g

E-mail

¢ Publish 3

LS
D Clase Database

sh

=i New X Totals | 4] *C; selection || [EE %
Hsave  Fspeing | £ [ V3 Advanced ~ i .
A Filter i Sizeto  Switch
X Delete ~ E More ~ 7 W Tooale Filter || Fit Form Windows ~
Records Sart & Filter Window

First,Goto the Main File Drop

|ﬁ Access Options

MESTAREA
MESTSITE
PLOGS
PLOTS
SCHEDULE
SILVICS

SMAGS

s 1

SORTS 2

)
3
2

I RAIFf23 F2NXY GAff

Vista and Windows 7 Setup Page3

K Exit Access

i K

SecondClick on Access Options

Sy L L) dzLio R Ne)

Find

Find

Mum Lock

2y
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3

Access Options .

Popular

@ Help keep your documents safe and your computer secure and healthy.
Current Database

Datashest Protecting your privacy
Ohject Designers Microsoft cares about your privacy, For mare information about how Microsoft Office
Access helps to protect your privacy, please see the privacy statements,
Proofing . o .
Show the Microsoft Office Access privacy statement
Advanced Microsaft Office Cnline privacy statement

Customer Experience Improvement Program

Customize

Add-ins Security & more I £tAO01 2y G¢NHzad

Learn mare about protecting your privacy and security from Micros

=7’

|'_ Trust Center

Microsoft Windows Security Center

Resources
Microsoft Trustworthy Computing

Microsoft Office Access Trust Center

The Trust Center contains security and privacy settings. These
settings help keep your computer secure, We recommend [ Trust Center Settings... I
that you do not change these settings. =

OK ][ Cancel ]
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Trusted Publishers w A 01 2 Y & ¢ Nz U : ’

hrmh:d Locatio

Warning: All these locations are treated as trusted sources for opening files. If you

Add-ins change or add a location, make sure that the new location is secure,

Path Description

Macro Settings User Locations

Message Bar

Privacy Options Policy Locations

O Office\Officel 2ZACOWTD,  Access default location: Wiz...

Date Modified

Path: ChProgram Files [x86)\Microsoft Office’\Officel ACCOWILD,
Description: Access default location: Wizard Databases

Sub Folders: Disallowed

Date Modified: /I £ A Oj

2y 4! RR y]

[gdd new iucatiun...] [ Eemove ] [ Modify... ]

trusted.

|:| Allow Trusted Locations on my network [not recommended]
|:| Disable all Trusted Locations, Only files signed by Trusted Publishers will be

B ﬂ
e o s e W

ok || cance

Warning: This location will be treated as a trusted source for opening files. If you
change or add a location, make sure that the new location is secure,

Path:

CFPS____ —

Type the path for the trustetbcation

[T Subfolders of this location are also Tused
Description:

Check the box for subfolders.

all databases stored 'nside the FPS default director are trusted.

Date and Time Created: 2/16/2010 11:45 AM

In this manner, you will need to add trusted locationsAdd directories where are storing or planing to

store FPS databases.
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This stepequires modifying the System Registry. The Registry SandBox status is blocking execution of
FPS executables from within Access. We will lower the Registry SandBox setting to allow full execution
of FPS utilities.

Go to Windows Explorer and find thé @Windows folder as shown in the following figure.

B WINDOWS =13

)
¥

File Edit Miew Fawvaorites  Tools  Help .'J.
e Back ~ | 7, l‘_ﬁ‘ f.' ) search ‘[{ - Faolders E A |l"!":_.§ Folder Sync
Address |_;r CUINDOWS v | P
Falders X Marme .
3 OPLIMIT A [l qE08s76 log
() PhomeTray ] 5308677 log
I5) Program Files £l g311889.lag
) spoalerlogs ] pa15000.log
) today E] 315403 lag
() TopaMT ] g316134.log
= 3 WINDOWS E] q317272.l0g
) addins Q317277 log
e fregedit.exe Type: Text Document
I AppPatch i Jregedit.exe t
) - Date Modified: 1030/
I Config REGLOCS'DLD Size: 251 bytes
I Connection ‘Wizard ] regopt.log
I3 Crystal a Rhododendran, brap
[ Cursors a River Sumida.bmp 2
[ Lo
Q Diebug q| 5

{ONBEf R26Yy 6AGKAY G(KS 2 AyR2BhaEndeubOR & B dzf i A 6 NE 3 &R
tocauseittoopen, 2dz Ol y | fa2 (eLIS GNBISRAGe Ayldz2z (GKS gAYR

Within the Registngditor gradually open each folder in the following series:

For 32 bit operating systems:

a XHKey_Local_Machikgoftwara Microsoft Office 12.0Access Connectivity Engilingines
For 64 bit operating systems:

a XHKey_ Local_Machih8oftwara Wow6432Nod&Microsoft\Officd 12.00 Access Connectivity
EnginéEngines
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Intheinnery2 8 F2f RSNJ @2dz 6Aff FTAYR (GKS { | ¥Rwileed2 RS a4
G2 aSid A furthérexplanatiordread tBe2fdldwing NI A Of S 2y aAONRaz2F0iQa 6S

http://office.microsoft.com/en-us/access/HA012301901033.aspx

Views 1, 2 and 3 follow as srahots at each level within the Regisfoy the 32 bit configuration.The
wSI9RAG GCAYyReé G22f OFry faz2 oS dzaSR G2 t20F3S (K

Note: If you hava 64 bit install or dual install, there may be more than one SandBoxMode switch in
your system registry.

& Registry Editor |Z||E|[z|
File Edit VYiew Faworites Help
=] My Computer || Mame Type Data
(1 HKEY_CLASSES ROOT I{Default} REG_5Z iwalue not set)

(23 HKEY_CURRENT _USER b
=23 HKEY_LOCAL_MACHINE
[ HARDWARE
[ sam
[ sECURITY

SOFTWARE

o

[ Adobe

[ adobe Systems
3 ahead

(L3 apricorn

[ BCMDmM

[ Brother

[ coFfesy

[ Caere Corp

[ Classes
177 rlienks
< | >

W

My Computer|HKEY_LOCAL_MACHINE|SOFTWARE
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File Edit

Yiew Fawvorites Help

[ Installedoptions
[ nstallshield
[ TEL
[ kodak
(23 Lanowation
(2 Laplirk,
[ Licenses
[ Lightscribe
31 macromedia
(3 MapInfo
[ MAxXSOFT-0OCRON
=B | Microsoft
[ Active Setup
[ AD7Metrics
3 aDs
[ Advanced INF Sety
i
[ AudioCompressiont
[771 RidTnterFare

Marne

W

¥

g

[ab](Default)

Data

(valle nok sek)

Tvpe
REG_SZ

My ComputeriHEEY _LOCAL_FMACHIME,SOFTWARE Microsoft

£ Registry Editor

B=1E3

File Edit Yew Favarites Help
(1 MsvsDa A Mame Type Data
[ Multimedia [ab](Default) REG_5Z {value not set)
[ MetDDE 28] CompactByPKey REG_DWORD 000000001 (1)
(1 hetsh [2%]PrevFarmatComp, .. REG_DWORD 000000001 {1}
@ Netshow | SandBoxMade REG_DWORD 000000003 (3)
I:l Man-Driver Signing 5 termDE REG 57 . db
=23 office yoLEm - seEm
a1
=1 12.0
I:l Access =
= I:l Access Connectiviby Engine
= a Engines
[ ace
(1 Excel Note the level within the Registry.
% E:fga;'ge Thismustbe correct.
[ det 3
I:l Latus
77 nnRe b
< | »

— N
My ComputeriHKEY _LOCAL_MACHIMESOFTWARE \MicrosofthOffice) 1 2. 0\Access Connectivity EnginelEngines
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Cial) H292-0 )+ Documentl - Microsoft Word - 5 X
gy — — —
v La —
| Home ‘ Insert Page Layout References Mailings Review View (7]
% _— . e === % 4 Find - |
I % i Calibri (Bodyi 11 |A & | = = |AaBbCcDe | AaBbCcDc AaBbCi AaBbCe ab peplace l
=3 - - - “ac
Paste - 2 - |37 - == = =||t= _ Change
e |B 4 U ~ahe X, X Aa H J_ A | EE=E = =||Q THarmal | 1Mo Spaci.. Headingl Heading2 = stylesgv s Select~
Clipboard ™ | Font F] Paragraph I | Styles I | Editing |

% Registry Editor,

File Edit Yiew Favarites Help

-3 MetShow A | rame Type Data !
{2 Mon-Driver Signing [aB)(Defaul) REG_SZ {alue not set) & not set)
E—JD Office CDmpactByPKey REG_DWORD 000000001 {1} 000001 (1)
g i;g REG_DWORD 000000001 (1) 000001 (1)
CI Actoss oo _riionc 000000003 ¢3) ——
ElD Access Connectivity Engine Modify Binary Data system.mdb Em.mdb
=23 Engines
(17 ncE Delete
{1 Excel =) Rename
(L] Exchange
(0 Jet 2
(0 Jet 3
(1 Lotus
{11 oDBC
{1 Paradox
{3 sharePaint F A A 3 &
o RightOf A 01 GKS a{ly
77 vhase o 4 » A & i

My ComputeriHEEY _LOCAL_MACHINE\SOFTWARE\Microsoft|Office! 12,01 Ac

Page: 4 of 4 | Words:0 | < |
+5 Start

By magical... | ¥ Microke. ., W WIND. .,

2 Never ...

Edit DWORD Value

E¥ FERIF...

— ¢KSy OfA0] 2
02E G9RA 2

T Docum.. g Regstr.. | S @)EEEEE G

Yalue name:
| SandBoxtode |
Yalue data: Baze
| 4 | (%) Hexadecimal
) Decimal
L Ok, J [ Cancel ]

G+l fdzS RFGEE
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& Registry Editor
File Edit

Yiew Fawvorites Help

[ metshow
(31 Mon-Driver Signing
=27 Office
[ 1.0
=1 12.0
[ Access
= I:l Access Conneckiviby Engine
=3 Engines
[ ace
[ Excel =
([ Exchange
[ et 2.
[ Jet 3.
[ Lotus
[ oDBC
[ Paradox
(L2 sharePaint

[ Text
77 ¥hace !
< |

[

Marme Tvpe Daka
I{Default} REG_57 (valle nok sek)
[2%] CompactByPKey  REG_DWORD 000000001 (1)
F‘revFDrmatCDmp... REG_[WORD 00000001 (1)

4isandBoxMode REG_[WORD Q00000002 (2)
[ab] SystemDE REG_SZ

¢KS FTAYLFf NBadA i
Ay GKS a{lyR. 2Ea?2|

My ComputeriHEEY _LOCAL_MACHIME, SOFTWARE \MicrosofthOfficel 12, 0Access Connectivity Enginel\Engines

b2¢ asSt SOl

Vista and Windows 7 Setup Pagel0

-dokrSmenquGtdnt fiéra thisfuhidldw to exit the Registry Editor.
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If trusted locations are not working out, you can universally allow macros to run.

@iq ) s FBRI FPS Database -7
| @

Recent Documents A
=i New X Totals | 4] *C; selection ||
il
i

o a
p g? | ?a Sac |
at\Puget_C.mdb =8 save V spelling | § V3 Advanced - =
sh Filter Size to Switch Find
ATEEESL = | X Delete - HMore - || 45 7 Toggle Filter || Fit Form Windows * g~
FPS\Data\Puget\Puget AL Records Sort & Filter Window Find

1
2
3
=] Canvert 4 WTruth\TheWay (C]\Fps'...\Puget_A.mdb
E
6
A

New

Open

Databasel.accdb
I\Biometrics\TRSY...\FARRDATAZ. mdb

I\Biometrics\TRS\,..\FarrData.mdb First,Go to the MairFile Drop

b
o

Save As

o

rint 3

—| Manage 3

|||_®B@%f@@g

E-mail

¢ Publish 3

LS
D Clase Database

|ﬁ Access Options | | 2K Exit Access

MESTAREA
MESTSITE
PLOGS SecondClick on Access Options
PLOTS
SCHEDULE
SILVICS

SMAGS

s 1

SORTS 2

)
3
2

Mum Lock

I RAFE23 F2N¥Y gAfft GKSy LRL) dzLio /| £t A01 2y @ ¢ NYza
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@ Help keep your documents safe and your computer secure and healthy.

Access Options

Popular

Current Database

Datasheet Frotecting your privacy
Ohject Designers Microsoft cares about your privacy, For maore information about how Microsoft Office
Access helps to protect your privacy, please see the privacy statements.
Proofing . o .
Show the Microsoft Office Access privacy statement
Advanced Microsoft Office Online privacy statement

Customer Experience Improvement Program

Customize

sdd-ing Security & more / f A 61 & Y G ¢ N:.UZé l.]

Trust Center :| Learn more about protecting your priva !_/

Microsoft Windows Security Center

-1

Resources
Microsoft Trustworthy Computing

Microsoft Office Access Trust Center

The Trust Center contains security and privacy settings. These
settings help keep your computer secure, We recommend [ Trust Center Setthgs... ]
that you do not change these settings. =

[ K ][ Cancel ]

Trust Center

Trusted Publishers
Macro Settings

Trusted Locations . . .
For macros in documents not in a trusted location:

add-ins {:} Cisable all macros without notification

|' M S etti '| {:} Disable all macros with notification
- Macro ings v

{:} Disable all macros except digitally signed macros

Message Bar (¥) Enable all macros {not recommended: potentially
dangerous code can runj
Privacy Options

/| £tA01 a9yl otS Iff
as demonstrated. Then click on the
GhYé¢ odzidzya G2 S

[ K l[ Cancel ]
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b) Optional Step: Lower the User Account Control Settings (WAC

Even after the degree of setup you have gone through up to this point, some of the FPS drop down
utilities may still not run. The mmerchandizer utility and the database integrity checker are among

thS Ct{ dziAftAGASE GKIFIG 2AyR2g6a 1 ARSYUGATASA | a |
that all future releases of FPS software is considered safe. Until that time to work around is to lower

the User ContrbSettings or UAC. The UAC is heohame for the popup windows that ask you if

€2dz FNB aNBlIffe adiNB¢ &2dz glyd G2 LINRPOSRSOS gAlrf
Typical UAC message:

Do you wantto allow the following program from an unkown publisher tmake changes to this
computer?

You mayalsoencourter the following errowhen attempting to run certain utiliteswhich is in fact a
UAC error as well.

FBRI FPS Databafl e

l L Invalid procedure call or argument

You have two options. You can disable UAC or go to the FPS root directory and double click the
utility you want to run. UAC Wisk you if you are sure and you will respagds.

To disable UAC:

Click on Sta& Control Panels System and SecurifyAction Center
On the left hand side click on tli€hange User Account Contselttings
Set the Slider to the lowest setting and click OK.

You will need to restart yourompter for changes to take effect.

Note: Be sure you have other security protocols (virus protection and firewalls) in plaeeybefo
deactivate UAC.
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Clickhere.

\@Om slider herandclick OK
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